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Abstract  

 
The growth in internet usage in Kenya has been characterized by a proliferation of various online-based 
electronic commerce services. However, much as this growth in usage has created various business 
opportunites, it has also brought with it a host of security, privacy and trust challenges for both e-commerce 
consumers and service providers alike. This conceptual research paper extensively reviews the security, 
privacy and trust concerns surrounding e-commerce in Kenya and suggests an exhaustive framework for 
handling the challenges. The research offers appropriate analysis of significant import to academics, policy 
makers and practitioners in the e-commerce industry in Kenya. 
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Introduction and Background to the Study 
Since its inception, e-commerce has grown steadily and is now an integral part of day-to-day business 
activities. However, much as this growth has created various business opportunites, it has also brought with it 
a host of security, privacy and trust challenges for both e-commerce consumers and service providers alike. It 
is therefore important for us to understand the key security, privacy and trust issues facing e-commerce in 
Kenya, where little if any research of this nature has been carried out to date. Accordingly, this paper 
critically examines the security, privacy and trust issues surrounding e-commerce in Kenya. It subsequently 
proposes measures to address these three issues.  

 

Definition of E-Commerce 
Electronic commerce (E-commerce) has been defined in various ways. For instance, Zwass (1996) 

defined e-commerce as “the sharing of business information, maintaining business relationships, and 
conducting business transactions by means of telecommunications networks.”  Payne (2003) defined 
electronic commerce as “the exchange of information, conduct of buying and selling, logistics, or other 
organisational management activities across electronic networks within an organisation, between businesses 
(B2B), between businesses and consumers (B2C), or between the public and private sectors (B2G), whether 
paid or unpaid.” More recently, the African Union (AU) has described electronic commerce as “all economic 
activity by which goods and services are offered or provided remotely or by electronic means” (2011). 
According to the AU, the field of electronic commerce also comprises services such as those providing 
information online, commercial communications, research tools, access, data retrieval and access to 
communication or information hosting network, even where such services are not remunerated by the 
recipients.  
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Classification of E-commerce 
E-commerce has been classified into various categories based upon the entities involved in a 

transaction. They include business-to-business (B2B), business-to-consumer (B2C), consumer-to-business 
(C2B), consumer-to-consumer (C2C) and business-to-government (B2G) e-commerce (Bhasker, 2009). B2B 
is e-commerce carried out between businesses such as between a manufacturer and a wholesaler, or between 
a wholesaler and a retailer. This is the exchange of products, services, or information between businesses 
rather than between businesses and consumers. Global B2B transactions comprise 90 per cent of all e -
commerce (WTO, 2013). B2C e-commerce entails businesses selling to the general public, typically through 
catalogues that make use of shopping cart software. Although B2C e-commerce receives a lot of attention, 
B2B transactions far exceed B2C transactions (WTO, 2013). Consumer-to-business (C2B) can be described 
as a form of electronic commerce where, the transaction, originated by the customer has a set of requirements 
specifications and specific price for the commodity, service or item. It is upon the e-commerce entity to 
match the requirements of the customer to the best possible extent. On the other hand, consumer-to-consumer 
(C2C) is the e-commerce activity that provides the opportunity for trading of products and/or services 
amongst consumers who are connected through the internet. This is where individuals transact with each 
other with the help of an e-commerce platform (Bhasker, 2009). Last but not least, business-to-government 
(B2G) commerce is generally defined as e-commerce between companies and the public sector. It refers to 
the use of the internet for public procurement, licensing procedures, and other government related operations 
(WTO, 2013). 
 

Benefits of E-commerce 
E-commerce offers benefits for both businesses and consumers. At firm level, e-commerce has offered 

numerous opportunities to businesses including reduced transaction and search costs, closer relationships 
with customers, increased profit and customer loyalty. E-commerce also allows businesses to tailor goods and 
services to fit the needs of smaller, less affluent consumer bases such as those in developing countries (Mann, 
Eckert & Knight, 2000). Moreover, e-commerce provides the customer with more choices and customization 
options by better integrating the design and production processes with the delivery of products and services 
(Richardson, 2007).  The consumer also enjoys a wider choice of products and services at lower prices, as 
well as certain convenience (no unnecessary trips, no restricted business hours). Because of the interactive 
nature of e-commerce, an advantage for business produces an advantage for consumers and vice versa, thus 
contributing to the growth and development of this revolutionary means of exchange. Nonetheless, it is 
important to note that while e-commerce is generally presented in very positive terms, along with the 
potential benefits come potential problems (WTO, 2013).  
 

E-commerce in Kenya 
According to McKinsey (2013), the internet sector contributed 2.9% of Kenya’s GDP. However, this 

figure should be treated with some caution as accurate statistics of contribution to GDP are hard to come by 
since in Kenya, ICT (and e-commerce in particular) is not yet considered as a sector in the yearly economic 
survey reports. Instead, it is classified under ‘Transport, Storage and Communications’. It therefore becomes 
very difficult to track the contribution of ICT to development as a single sector unlike in many countries 
where ICT is defined as a stand-alone sector. The new Kenya National ICT Master Plan for 2013/14 - 
2017/18 recommends that ICT be set up as a stand-alone sector and comprehensive ICT indicators be used to 
monitor the growth of the sector. Nonetheless, there is a growing consensus that e-commerce in Kenya is 
destined for rapid growth especially when one considers the growing numbers of online users seeking 
internet-related services. The growing popularity of e-commerce technology in Kenya presents opportunities 
for start-ups and established businesses alike (Ghossein, 2013). However, much as this growth in e-commerce 
adoption and usage has created various business opportunites, it has also brought with it a host of security, 
privacy and trust challenges for both e-commerce consumers and service providers alike. These issues are 
addressed in the following sections. 
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Security, Privacy and Trust Issues surrounding e-Commerce in Kenya 
While e-commerce has witnessed tremendous growth in recent years, there are several issues that 

continue to plague the development of e-commerce globally and Kenya in particular. However, this study 
will restrict itself to three critical issues for both e-commerce consumers and service providers alike, without 
which consumers will not visit a website or shop online, nor can e-commerce services function effectively. 
They are security, privacy, and trust.   

  

Security 
In an e-commerce context, security refers to consumers’ perceptions about the safety of the online 

transactions as well as the protection of financial information from unauthorized access (Roman, 2007). Prior 
studies affirm that security is the most important ethical factor in the online context (Belanger, Hiller & 
Smith, 2002; Chen & Shergill, 2005; Flavian & Guinaliu, 2006). E-commerce applications such as private e-
mail, purchase order processing, transmission of payment information, and workflow automation would be 
valueless without underlying security infrastructure that makes these exchanges trusted (Ratnasingam, 2002). 
Unfortunately, security breaches are occurring at a growing rate (Feathermann, Miyazaki & Sprott, 2010). As 
a result, consumer concerns about the security of Internet transactions continue to be a problem for businesses 
providing services online as attacks on computer systems are on the rise and the sophistication of these 
attacks continues to rise to startling levels (Sharma et al., 2009). Further, the sophistication of phishing and 
pharming scams has increased and affects more unsuspecting web surfers each year (Shin, 2007). 
Consequently, not only must e-commerce sites and consumers judge security vulnerabilities and assess 
potential technical solutions, they must also assess, evaluate, and resolve the risks involved (Ackerman & 
Davies, n.d.). 
 

 In Kenya, cyber security is currently a major concern, as recent reports indicate that the country is 
losing close to 2 billion Kenya shillings annually to cybercrime, necessitating the need to enact appropriate 
laws that strike a balance between individual rights to privacy and the collective good of the country and its 
citizens (Ministry of Information, Communications and Technology, 2013). To address this security issue, the 
government  through the CCK established KE-CIRT, the Kenya Computer Incident Response Team 
Coordination Centre, part-funded by the ITU, which brings together government agencies, the Central Bank 
and Internet expertise (from KENIC, TESPOK and KENET) to address cyber-attacks as and when they occur 
(Souter & Kerrets-Makau, 2012). For a long time, the lack of specific cybercrime/cyber security legislation 
made it difficult to punish those who use ICT tools to commit crime (Murungi, 2011). Therefore, the 
government has also taken a legal approach; the newly enacted Kenya Information and Communications 
(Amendment) Act 2014 established the Communications Authority of Kenya to replace the Communications 
Commission of Kenya. The law has expanded the mandate of the Authority with respect to electronic 
transactions to include cyber security. Specifically, this mandate entails promoting and facilitating efficient 
management of critical internet resources and developing a framework for facilitating the investigation and 
prosecution of cybercrime (CCK, 2014).  

 
Privacy 

Culnan (2000) defines privacy as “the ability of an individual to control the terms under which their 
personal information is acquired and used”. According to Sison  and Fontrodona (2005), personal information 
is generally understood to mean any information about an identifiable individual or institution (name, 
address, telephone number, social security/insurance or other government identification number, employer, 
credit card number, personal or family financial information, personal or family medical information, etc.). 
Privacy in e-commerce is defined as consumers’ perceptions about the protection of individually identifiable 
information on the internet (Bart, Shankar, Sultan & Urban, 2005) or the willingness of consumers to share 
information over the internet (Belanger, Hiller & Smith, 2002). The issue of online privacy protection has 
gained considerable visibility as consumer advocates, public policy makers, and companies debate the best 
ways to protect consumer privacy while ensuring that the rights of all stakeholders are protected (Singh & 
Hill, 2003). One of the key privacy issues in e-commerce concerns the difficulty of securely conveying the 
information required for online transactions (Suprina, 1997). In particular, financial services providers such 
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as banks, credit agencies, and payment processors continue to suffer losses of consumers’ confidential 
personal information (Associated Press, 2005). According to Culnan and Armstrong (1999), other major 
privacy concerns for online consumers relate to unauthorized access to personal data/information as a result 
of security breaches or the lack of internal controls and the risk of secondary use of their personal data for 
unrelated purposes without their consent. This includes sharing with third parties who were not part of the 
transaction in which the consumer related his or her personal data. The information required for online 
consumer privacy can be breached in through various ways, but mainly through online identity theft as a 
result of employee abuse, cracking, social engineering, phishing/pharming, spyware/malware and 
password/login attacks (Newman & McNally, 2005; Chen & Davis, 2006; Sharma, Singh & Sharma, 2009). 
Spamming (i.e. sending out mass e-mails to consumers who have not requested this information) is also 
considered unethical.  

 
Increasingly, privacy is considered a complex social phenomenon with interactions among new 

technologies, regulatory structures, and citizens’ perceptions of privacy and social norms (Ackerman & 
Davis, Jr., n.d.). As a result, some scholars (Reidenberg, 1999; Cranor & Reagle, 1998) have argued that e-
commerce privacy requires a combination of law and technology, and Ackerman, Darrell, and Weitzner 
(2002) have argued that solutions for privacy must simultaneously consider technology, social structures, and 
regulation in a co-design space. Consequently, governments and other bodies have reacted to growing online 
consumer privacy concerns by enacting legislation aimed at curbing privacy breaches. For instance, the 
African Union (AU) has proposed an institutional framework for protection of personal data whereby each 
member state shall establish an authority with responsibility to protect personal data (AU, 2011). In addition 
to legislation, new technologies are available to protect user privacy during interactions with Web sites. Many 
of these tools are used for encrypting e-mail, for making e-mail or surfing activities appear anonymous, for 
preventing client computers from accepting cookies, or for detecting and eliminating spyware (Laudon, n.d.). 
Companies in Kenya are also investing in such tools so as to protect the privacy of their customers.  Several 
companies have installed software to counteract e-mail spamming. 

 
Trust 

Trust in e-commerce is a belief in the system characteristics, specifically belief in the competence, 
dependability and security of the system, under conditions of risk (Breaux, James, Parquet & Wright, n.d.). 
Trust is in an important feature which underpins the use and value of new technologies and therefore can 
support the development of a digital economy (ICAEW, 2011). Lack of trust in online commercial 
transactions has been identified as an important barrier to the adoption of e-commerce (Bingi, Mir & 
Khamala, 2000; Papazafeiropoulou & Pouloudi, 2001; Rotman, 2010). The low level of trust in electronic 
commerce can be attributed partly to the lack of face-to-face interaction between trading partners in 
conjunction with the general uncertainty of users in taking advantage of network technologies 
(Ratnasingham, 1998). To engender trust, e-commerce has tended to look to traditional methods of 
regulation, such as legislation, international agreements, and voluntary self-regulation (including web site 
privacy policies and third-party web seals or trust marks) to govern its transactions. While these methods 
have had success, they do not entirely address unique circumstances or pay sufficient attention to the highly 
interactive nature of e-commerce transactions (Rotman, 2010).  
 

Analysts argue that the main trouble with online businesses is that Kenyans are yet to trust online 
shopping. Many Kenyans go online to look for products that cannot be found physically in traditional outlets 
such as supermarkets, just as a last resort (Nyabiage, 2011). A recent e-commerce study by iHubResearch 
(2013), also confirmed that Kenyan consumers have low levels of trust in online services. The e-commerce 
businesses interviewed reported that customers constantly inquire about their existence and/or security of 
their information, pointing to a lack of trust in the businesses. To address this concern, the CCK is in the final 
stages of setting up a licensing structure for an authority that will help online buyers verify the authenticity of 
suppliers. The Regional Certificate Authority (RCA) will link local certification service providers (CSP), 
bodies authorized by the regulator to issue e- signatures, to its international peers. The lack of a regional 
certificate authority to authenticate digital signatures provided by other parties across the globe has forced 
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online buyers of goods and services to depend on international RCAs who offer their services at a higher fee. 
According to the CCK, the project is part of the Key Public Infrastructure (KPI) information security 
architecture aimed at boosting the level of Kenyans’ confidence and trust in exchanging data through an 
increasingly insecure Internet. KPI ensures that people are who they say they are and also proves that 
documents haven’t been tampered with, which is critical when conducting online transactions such as placing 
orders or transferring money. The end result will be to make online or web-based transactions secure and 
facilitate signing of e-mail or electronic documents to ensure the integrity of their content (Okuttah, 2013).  

 
 

Conclusion and Implications 
Though e-commerce in Kenya is in its formative stages of development, its extraordinary growth over 

the past years is a clear indication of its enormous potential for conducting business. These new 
opportunities, however, come accompanied with a large number of concerns and questions that need to be 
resolved. This article has discussed some of the challenges that face e-commerce consumers, organizations 
and policy makers in Kenya along three dimensions—security, privacy and trust. It outlines a number of 
managerial and policy implications that will have to be taken into consideration going forward. 

 

As mentioned, security is a major concern for e-commerce sites and consumers alike. They are an 
important impediment to expanding e-commerce services and business. Owing to this, consumers need 
protection against fraudulent, misleading and unfair business practices, and, when things go wrong, to be able 
to gain redress. Equally, companies need to protect themselves in areas of data integrity, confidentiality, and 
authenticity of data. It will be necessary to periodically review the regulatory framework so that consumers 
have effective protection when engaging in electronic commerce. From a legal perspective, the government 
has done well in enacting the new legislation that upholds consumer online privacy.  On their part, e-
commerce companies will need to develop and adopt a set of industry standards to protect consumer privacy 
as a way of supplementing the formal legal obligations. Further, e-commerce businesses can build trust at an 
individual level by implementing industry best practices, which are underpinned by clear social expectations 
and legal obligations that are enforceable.  
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